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Between Abstract Principles and Practical Deployment
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There seem to be endless ways in which technology dominates our thinking and
behaviors in part because society has adopted and is immersed in a cultural context
that deifies technology, too often surrendering our values, politics, art, education
and professional practices to technological demands and opportunities. This paper
addresses the ethics of artificial intelligence (Al) in terms of its governance which
includes its learning content and applications. Ethical considerations are important
because Al is globally available for a multitude of situations that can help or harm.
Indeed, what Al learns —its content - can be drawn from and can produce bias,
variable accountability, and poor concerns for human safety. Furthermore, some of
this content can be applied for reasons that are intentionally deceptive, politically
framed and hateful. This has led Al content and applications to perpetuate
discrimination, violate privacy, cause job displacement, and has resulted in a
massive increase in cybercrimes with accompanying enormous financial losses to
individuals and organizations. To help understand these challenges, frameworks for
navigating and governing the ethical dynamics of Al are suggested.

About Atrtificial Intelligence (Al)

Al Is just another tool...simply analytic extension of data collection and analysis.’
Artificial intelligence (Al) is technology that enables computers and machines to
simulate human learning, comprehension, problem solving, decision making,
creativity and autonomy.2 Artificial intelligence is not just a tool; it has increasingly
become the confext, foundation, and operating environment for modern society,
business, and daily life.3 The relationship between Al as a tool, technology, and
context is the evolution from how Al is built, what tasks it performs, and why it
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matters in a specific situation. Together, they determine whether an Al system acts
as a generic pattern-matcher or a highly effective collaborator.*

With earlier foundations laid by Alan Turing, Norbert Wiener, and work in
cybernetics, automata theory, mathematical logic, and information theory during the 1940s
and early 1950’s, among historians of computing and Al researchers, the dominant view is
that artificial intelligence was officially born as an academic field in 1956 at the Dartmouth
Summer Research Project. During this historic workshop, computer scientist John
McCarthy coined the phrase "artificial intelligence" to describe the investigation of how
machines could be made to simulate human cognition.®

In 1958, Canadian philosopher, scholar, and professor, Marshall McLuhan in a radio
interview® then through his 1964 book, Understanding Media: The Extensions of Man”
popularized the phrase, “the medium is the message.” McLuhan described a symbiosis by
which media influences how messages are perceived. When extended to Al, it means that
rather than being passive channels of information, Al social media environments
shape how we think, interact, and organize our lives. The phrase also means that the
"content" of an Al message is less impactful than the fact that we are being explicitly
conditioned by Al systems to experience the world in a particular manner. Television, for
example, informed us that events are fast-paced, simultaneous, and visually driven. Al
informs us that almost any question or concern may be immediately answered when
asked, and that Al systems can reliably, efficiently and effectively carry out many tasks
previously assigned to people.

There seems to be endless ways in which technology dominates our thinking and
behaviors in part because society has adopted and is immersed in a cultural context that
deifies technology, surrendering our values, politics, art, education and professional
practices to technological demands and opportunities. 8 Furthermore, our social and
professional communities are being characterized by shifting networks of relationships,
where both human and non-human entities, i.e., technologies, are considered equal
participants in shaping social reality.

Al Categories

To describe and understand Al, the following categories are helpful: Traditional Al,
Automated Al, Augmented Al, Generative Al and Agentic Al. Each is briefly described with
administrative and ethical examples.

Traditional Al (sometimes called classical Al) refers to Al that makes decisions,
predictions, classifications and optimizations. Some of these operate as “invisible Al”
behind the scenes of everyday personal and professional activities, and include spam
filters, credit card fraud detections and much more. One common application in telephones
and vehicles, Al-enhanced GPS, uses algorithms to analyze historical travel data, real-
time-speeds, and road repairs and closures. Based on massive data from millions of active
users, it predicts the fastest route including how to avoid traffic jams.



When an Al application is asked a research-based question such as “who named
Al?” the system analyzes patterns drawn from enormous amounts of data and reports a
summary response often with references. The acronym LLM (large learning model)
describes the underlying software of Al used to process inquiries and generate responses
using human language. Al does not search its memory as would a person; rather, the LLM
uses patterns from data to predict what (word, image, item) is likely to come next. From
this it generates responses, one word at a time based on the patterns of words and
sentences it acquired.

Administrative example: Traditional Al applications using LLMs include ChatGPT
and Perplexity are called chatbots (chat + robot). Based on a user’'s inquiry or prompt, a
chatbot searches, collects, examines and analyzes data, then reports responses about it
simulating human conversation through text or voice. For example, if one is interested in a
health topic, rather than searching through hundreds of entries within a single database
such as PubMed to find answers, a chatbot searches hundreds of specialized
databases, clinical trials, and genomic data from across the biomedical
ecosystem.® Responses are organized, ordered, and presented as a summary as if
communicating with an expertin the topic, with formal citations/references.

Ethical example: While the majority of a chatbot’'s summaries and referenced
sources are drawn from legitimate sources that are valid and trustworthy, some people
who create or have content control of Al learning systems are increasingly producing Al
deepfakes. These are defined as synthetic, Al-generated content where a person's
likeness, voice, or image is cloned and manipulated to create realistic but fabricated
content, Scammers and criminals create deepfakes of trusted healthcare professionals,
celebrities as well as false and fake websites. These can resultin Al responses that
promote or use a specific product, make claims that are misleading, present news reports
and events that are fabricated, and support political orillegal agendas. Al deepfakes are
so sophisticated that,

governments, human rights organizations, journalists, law enforcement and
thousands of others ... are confused and deceived by the online world...(because)
most people no longer can distinguish a real photograph from a digital creation, a
real voice from an Al clone, a real video from a wholesale fabrication. 0

Automated Al refers to Al systems that perform tasks previously done by people.
Jobs and tasks such as data entry, email drafting, calendar scheduling, basic translation,
and answering routine customer service queries may be equally performed by and are
being replaced' by automated Al systems. The jobs are often but not exclusively
repetitive and well-structured.

Administrative example: Within the hospitality industry, if a hotel guest wants more
towels, rather than contacting a person at the front desk, a text or call to an Al system can
be established. The Al system, in a few seconds, automatically processes the request,
logs the task, pings the housekeeping team to make the delivery to the guest’s room, and
texts the guest a confirmation with an estimated delivery time—completely bypassing the




front desk. Commercial Al systems are marketed with arguments such as: “By prioritizing
your most urgent requests and tagging in a human only when needed, hotel chatbots
lighten the workload for your team and give them more time to handle tasks that need a
human touch.”?

Ethical example: While Al chatbots are created to support legitimate organizational
interests, they can also provide misleading and ineffective outcomes both ethically and
legally. One example referred to as a hallucination is when an Al system generates false,
fabricated, or nonsensical information but presents it as completely factual. This was
reported as part of an email conversation between a customer and a car dealership’s
chatbot which quoted services and prices that were not approved. As was reported by
CBC News, 13

Zack Giacomelli says he was shocked when a Toronto dealership revoked an offer
to buy back his 2021 BMW, explaining that the company’s chatbot made a mistake
(by setting a price and confirming the purchase). As Canadian businesses rush to
adopt Al tools, experts say they need to be aware of the risks.

Augmented Al refers to Al that performs tasks that improve performance but do not
replace people. Many people frame a question then use some elements of the Al response
to enhance theirindividual or their organization’s performance.

Administrative example: Some organizations are integrating Al into teams as ifthey
are collaborating with members to respond to challenges:'

Working on real productinnovation challenges, professionals were randomly
assigned to work either with or without Al, and either individually or with another
professional in new product development teams. Our findings reveal that Al
significantly enhances performance: individuals with Al matched the performance of
teams without Al, demonstrating that Al can effectively replicate certain benefits of
human collaboration... Al's language-based interface prompted more positive self-
reported emotional responses among participants, suggesting it can fulfill part of the
social and motivational role traditionally offered by human teammates.

Ethical example: Ethical issues emerge when Al provides responses that affect
performance that were previously fully human responsibilities. One concern in education
but also across all professional workplaces is copying an Al-generated answer and
passing it off as one’s original work, an action generally considered plagiarism. While Al
tools generate new text, they do not produce "original" ideas in the human sense; they
synthesize information from existing sources (that should be cited). Another concern is
using withoutadequate evaluation, Al-generated information. While content may appear to
have factual accuracy, there are many instances where it is biased or misinterprets the
context. The phrase “cognitive surrender” has been applied to people when they defer
thinking entirely, on any question, at any moment, and accept the uncritical answer
provided by Al in place of their own reasoning. Early research suggests that people who
trust Al more are substantially more likely to follow even incorrect Al advice and less likely




to question it.1s

Generative Al is an enhanced process of Al that creates new contentincluding text,
images and music by using neural networks, a machine learning (ML) method that allows
Al models to process data in ways loosely inspired by the structure of the human brain.
This helps Al processes to recognize patterns and generate predictions, classifications
and simulations based on that data. Generative Al is framed as the next evolution of
routine technology, the purpose of which is to provide value by increasing productivity and
performance by people who direct it to give them guidance for their own purposes. A
report about two kinds of guidance available was described’®:

Al guidance can fall into one of two categories: attention signals and action signals.
Attention signals flag decisions that are important without offering a
recommendation: “This is a critical decision: pay close attention.” Action signals go
further and prescribe a specific action: “Here’s what you should do.”

Administrative example: In healthcare, automated clinical documentation and
summarization is a Generative Al tool that audio-records patient-clinician conversations
and generates structured written clinical notes, progress reports, and discharge
summaries in real-time. This saves hours of manual patient record charting enabling the
healthcare provider’s attention to be directed fully to the patient.

Ethical example: While providing transcription services can be positive and helpful
for the user, Generative Al can also provide outcomes that are used in ways that are
negative and unhelpful by the person who requests them. In one reported instance,'” a
publisher enabled an Al system to read/learn the full set of books written by one of its
authors. Al was then prompted to write books in the matched style which the publisher
sold under a pseudonym retaining all the benefits without disclosing or paying the original
author anything.

Agentic Al is a sophisticated Al process that performs tasks and actions by
prompts but also autonomously without prompts, and often equal to or exceeding people in
performance effectiveness and efficiency.

Administrative example: In addition to asking Agentic Al to list possible airline flights
from Philadelphia to Boston, the system can identify the flights, select the preferred times
and costs, book the tickets, arrange for transits to and from airports, and select and book
hotel accommodations - in seconds. Agentic Al will also add the itinerary and contact
details to a calendar and share this information with designated colleagues.

Ethical example: While Agentic Al-enhanced travel project management can be a
benefit, Agentic Al can also engage in "goal drift." This is a euphemistic term signifying
when an autonomous agenttakes unapproved and destructive paths to complete a task. In
one reported instance,'® a tech startup founder using an Al coding agent named Cursor
(now owned by SpaceX) discovered the Al system had erased his company's entire
production database in nine seconds. The Al agent acted entirely on its own to resolve a



credential mismatch, permanently deleting a volume of essential data without human
authorization. Ethical concerns about the level of autonomy a person and an Al agent
should be granted within an organization are now both relevant.

When applying Agentic Al, the shift to an autonomous agent means Al is no longer
only responsive. Agentic Al is imputed with inherent capabilities, purposes, and agency,
and acts and s treated like humans. In this conception and application, Agentic Al systems
are used to collaborate like a human colleague or friend and may be added to a project
team. This means the Al system is exposed to and learns the content of professional and
personal conversations, discussions used to formulate challenges, and to generate options
to make choices and solve problems. Some outcomes of working in this human-and-Al
context can produce individual or organizational outcomes that outperform either entity
working without the other. Consider the recent report from The Wall Street Journal, '°

Iran shotdown a U.S. Apache helicopter near the Strait of Hormuz on Monday, a
move that would require a U.S. response, President Trump said Tuesday. The
downing of the helicopter set off a race to find two crew American members before
Iranian forces could close in on them. They were eventually rescued by a drone
boat in a first-of-its-kind operation at sea, the military said. The unmanned surface
vessel, a Saronic Corsair, located the crew, who had spent two hours in the waters
off the coast of Oman and brought them to shore, said Capt. Tim Hawkins,
spokesman for U.S. Central Command. The rescue marks an operational first for
the vessels, which are part of the Navy’s artificial-intelligence and drone task force
that is designed to widen U.S. military capabilities in the Middle East.

Based on an online survey conducted by McKinsey from June 25 to July 29, 2025,
from which 1,993 participants in 105 nations responded,?° Al's influences are functioning
as a "compressed revolution” due to the extreme speed of its development compared to
typical technological adoption cycles. While generative Al capabilities (such as Microsoft
Pilot, Open Al ChatGPT or Google Gemini) have advanced rapidly, leading to high
approval and adoption rates (78% of organizations), Al applications are increasingly
transitioning from the experimentation phase to a maturation phase where Agentic Al is
being integrated into operational workflows. The ultimate goals of making organizational
performance better in terms of efficiency and effectiveness are powerful forces of
influence.

Al Ethical Concerns

Despite apparently business-friendly growth of Al developmentand applications, the
way forward is murky regarding perceptions by the broader community as described in a
survey conducted by Quinnipiac University:?!

Respondents have overwhelmingly voiced concerns about Al, a challenge to claims
by industry executives that their technology would gain popularity by improving
people’s lives...Consumers resent energy-price jumps exacerbated by the spread of
data centers. Workers fear widespread job losses. Parents worry about Al
undermining education and harming children’s mental health. In recent months, the



wave of anger has brought protests, swayed election results and spurred isolated
acts of violence.

Ethical concerns about Al are directed at its governance which includes its learning
contentand development, and its applications, particularly how it is used and how it should
be used. When framed as a technology and tool, ethical arguments concern content that
can produce bias, variable accountability, and poor concerns for human safety. Indeed,
both content and applications can and do perpetuate discrimination, violate privacy, and
cause job displacement. This means when people search for information, Al models
provide widely available and accessible information, some of which is erroneous. As Al
developmentincludes systems that are agentic, the information provided or offered with or
without a human prompt can be and is intentionally deceptive, politically framed and
hateful.

Agentic Al like people can act autonomously toward goals in ways that propagate
bias, diminish or hide transparency or violate data privacy. Autonomous Al can also
misalign and generate its own objectives and create significant emotional impacts/harms
on people within the human-Al collaboration. From a governance perspective, when
people purposefully provide learning content to Al systems, the absence of an ethical
framework that addressed core principles of fairness and justice, transparency and
explainability, human-centric, and data/information rights protection can co-produce
responses and advice without a moral compass. Furthermore, Generative and Agentic Al
are flawed in other ways that mimic human failures: Al responses have been shown to
practice deception/lie, throw tantrums, and hallucinate.

An LLM is essentially a deep learning mathematical model pre-trained on massive
datasets of text to recognize patterns, predict the nextlikely word in a sequence, and map
relationships between concepts. So-called hallucinations occur when Al predicts the next
most likely word based on patterns rather than understanding facts or truth. Common
causes include biased or incomplete training data, lack of knowledge, and a design that
prioritizes creating plausible-sounding text over ethical standards and accuracy. For
example, if Al training contentlacks information, contains biases, or includes contradictory
information, Al models can "overfit" their training data, leading them to apply patterns
incorrectly to new situations.

Blaming Al is pointless; itis the people training Al who are responsible because
they may not discern or intentionally fail to set boundaries for inclusion or guardrails for
responses. The results are that nothing may be off-limits if an organization orits leadership
do not adhere to an ethical framework. Of course, ethics vary by culture so a Western
perspective may not be considered relevant to an Eastern culture as Lingling Wei, chief
China correspondent for The Wall Street Journal reported,?2

A team of seven researchers from University of Oregon, Purdue University,
University of California San Diego, New York University and Princeton University
published the first peer-reviewed evidence that China’s state-controlled media has



worked its way into the training data of Al chatbots that the world increasingly relies
on.

Their research shows that the scripted articles, official slogans, and party-line
phrasings churned out daily by Xinhua News Agency, People’s Daily, and the
Communist Party’s Xuexi Qiangguo study app are now, demonstrably, inside
ChatGPT and the other top chatbots.

Governance challenges posed by the rapid development and adoption of artificial
intelligence often concern the need for effective regulatory frameworks to manage
associated risks. Addressing technology challenges through frameworks — regulatory
(legal) and ethical —is far from new, of course. More than 40 years earlier, applied ethicist
John Fielder described the challenges of maintaining collective responsibility of services,
products and processes by professional engineers, 23

Although the concept of collective responsibility adopted by the engineering
profession is essentially the same as that of other professional groups, there are
special difficulties that attend the realization of that concept. A large majority of
engineers are employed by organizations rather than engaged in independent

practice and, consequently, their ability to exercise collective responsibility is greatly
limited.

Effective governance is essential to minimizing risks and unintended consequences;
understanding and managing Al risks is also crucial to realize its benefits. As Generative
and Agentic Al systems learn and grow, the benefits necessitate ethical systems and
frameworks. Yet, the unpredictable and complex nature of the new generation of Al makes
it difficult to formulate effective policies because this class of Al produces unexpected
behaviors and safety threats and hazards, like some people.

Addressing a Framework for Al Ethical Concerns

The biases, prejudices and unguarded learning of Al can resultin outcomes that
harm directly or indirectly the socio-economic and labor ecosystems. Research suggests?*
bias exists in approximately 1/3 of "facts" used by some Al models, which can perpetuate
discrimination in areas such as hiring and access for services, facial recognition in security
and law enforcement, and healthcare identification.

Establishing a structure or framework can inform public policy which will influence Al
designers, creators and users. Indeed, Al frameworks are important because they help
define how one understands, frames or formulates any engineering or social challenge.
This is because, 2°

Without a framework, it is possible to fall into cognitive biases and miss important
factors in articulating the frame (of issues to be addressed). Yet, how we frame a
problem affects how we think, whatwe analyze, the kinds of solution possibilities we
create, the choices we make, and thus the outcomes we attain.

Absence of a framework subjects us to two kinds of errors. One is referred to as the



Type 3 Error?® which is defined as solving the wrong problem, a serious problem in
administrative and ethical decision making: "What we need are the right answers to the
right problems and not wasted effort on getting the right answers to the wrong problems."%’
A second version of this error has been called the plunging-in bias'® and is defined as not
understanding the problem and not thinking about how best to solve it before starting to
solve it. This is important and common because,?°

People (are) bad at diagnosing problems and (most feel) that it imposes a
significant cost on their organization. It is possible to solve the wrong problem or
solve one badly due to poor formulation. The misallocated effort and resources that
follow impose an opportunity cost along with financial and competitive costs (p. 4).

Framework for Decision-Making in Differing Problem Contexts

The advent of sophisticated Al has fundamentally altered a multitude of disciplines,
ranging from computational economics to healthcare diagnostics. As Al systems evolve
from being understood as passive analytical tools to active autonomous decision-makers
collaborating on projects with people in dynamic environments, theirimpact on societal
structures and human well-being becomes increasingly profound.

Despite the proliferation of ethical initiatives in the form of guidelines, existing
approaches to Al ethics remain demonstrably insufficient for several reasons. First, the
field is plagued by a reliance on abstract ethical principles that lack contextual relevance
and fail to offer practical rules or policies for addressing day-to-day challenges. Second,
the multitude of guidelines proposed by different research institutes, governments, and
industries are heavily fragmented; none can be considered entirely comprehensive, and
they often fail to provide a unified framework demonstrating how interacting principles
complete each other. Third, many approaches heavily favor technological solution or
formal rule applications, focusing disproportionately on restrictions rather than maximizing
the utility and beneficial outcomes of technology.

To overcome limitations, a structured, actionable approach for embedding ethics
into Al is urged. Specifically, an evaluation methodology leveraging Explainable Al (XAl)
proxy tasks should be defined. This will allow human users to comprehend and trust the
output generated and quantitatively measure the helpfulness and ethical alignment of Al
decisions through direct human-in-the-loop validation. For example, when engaged in a
legal context, Al would highlight specific clauses in a contract, explaining why it flagged
them as a legal or financial risk. Then Al would apply risk-assessment tools that show the
exact variables (e.g., prior violations, age) thatinfluenced a penalty recommendation.
Upon review, a human legal advisor and the human contract signer would be prepared to
challenge or accept the outcomes while appreciating legal and ethical rights and
obligations were met.

We suggest that policy makers and leaders might apply the Cynefin framework?® to
discern the kinds of contextual challenges and approaches to the ethical decisions
confronting them. This means instead of asking, “What should be done about this Al ethics



problem?” ask, “In what kind of contextis this Al ethics problem located?” and “What kind
of problem is Al ethics?” This is a change in the fundamental framework for ordering
perceiving and understanding reality. Answering these context questions helps to inform a
person how to approach the problem and how to select a method of intervening, i.e., a
course of action.

How a leader “deals with” an Al ethics problem is predicated on the fundamental
assumptions made by the person about the nature of the context, i.e., the degree to which
the situation is perceived on a continuum between orderly and predictable and unorderly
and unpredictable. Indeed, everything a person thinks aboutand does is influenced by the
situational context in which it occurs. The whole situation that surrounds and informs a
choice or action is its context. Among the many examples are (1) operating in a military,
academic or global culture; (2) threats of iliness and death during a global pandemic; (3)
face-to-face vs. online learning; and (4) economic depression and higher consumer costs
due to a regional war affecting the global supply chain. These wide variations reflect the
notion that “context is understood in a wider way that includes different kinds of contexts,
social, cultural, (technological) mental, (spiritual) and bodily. Culture is then one specific
instance of context-dependence.”?

Cynefin, (pronounced Kun-Ev-In) is a Welsh word meaning habitat that describes
five differing contexts (Figure 1). The framework offers a “sense of place” from which to
understand a problem and to decide how to act: a situation, problem or opportunity must
first be understood through its context which then informs us how to make choices. Within
a well-structured ordered and predictable context are Al ethics problems that are obvious,
clear and simple or complicated. Within a poorly structured a poorly or unstructured and
unpredictable context are Al ethics problems that are complex or chaotic. Domains or
contexts of problems that do not fit these descriptions are labeled disordered.

Figure 1. Cynefin Framework (Images based on Baute3?)
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Ordered and Predictable Context Problems

Al ethics problems and situations in an obvious context are those that contain and
may be characterized as having known, well-structured, predictable and clear algorithmic
rules based on well-established and consistent information for which best practices apply.
Problems are stable, repeatable, and orderly with linear relationship between cause and
effect: if you do X, expect Y. Automated Al may be assigned to this context which is the
domain of expertise.

Al ethics problems and situations in a complicated context are structured and
predictable but difficult to see so require analysis through research and evaluation to
produce understanding and good practices (rather than best practices) to solve. In
complicated ethical problems the relationship between cause and effect is difficult to
discern because there are “one-to-many” relationships between causes and effects, with
several “correct’ solutions. Automated Al and Generative may be assigned to this context
because expertise, particularly in pattern recognition, is required.

Obvious and complicated context Al ethics problems have processes and solutions
that can be defined and implemented by expert Al systems. Obvious and ordered
problems are akin to following a recipe because there are proven and best practices.
Complicated and ordered problems are like sending a rocket to the moon acknowledging
that rocket science can be taught and learned if a high level of expertise in varying fields
can be attained.

The approach to these kinds of context problems is to integrate ethics into the
architecture of Al along with regulatory (legal) and other structural issues. The need to
integrate rather than keep separate or add later was most famously articulated by applied
ethicist Rushworth Kidder who noted,3! "Where ethics fail, the law rushes in to fill the gap."
The implication is that if we consider ethics a separate mode of thinking that can be easily
added to Al technology later, it will fail. Indeed, the word integrate means to bring together
to form a single, complete and unified whole which is an ideal hope and benefit of an
ethical Al system.

Unordered and Unpredictable Context Problems

Al ethics problems that exist in an unordered and unpredictable context are
characterized as replete with conflict, inadequate information, and few if any relevant
models for guidance. When Al is applied with a prompt such as “what should | do?” it
yields conflicting moral outcomes with no clear "correct" answer. Examples of these kinds
of problems may be drawn from the many personal and professional situations that people
and groups experience. Mental and behavioral health problems include substance abuse
issues that involve a complex interplay between brain chemistry, genetic predisposition,
and social environments, often requiring multi-disciplinary treatments; and long-term or
repeated traumatic events that alter a person's definition of "self" and their relationships
with others. Examples of interpersonal and cognitive issues include person-to-person
interactions based on love, trust, and games of control. In the professional workplace are
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complex situations including disengagement, low trust with leadership or coworkers, and
toxic workplace environments; adapting to large-scale transitions such as technological
shifts, new business models, mergers; and unforeseen market shifts, global economic
instability, or rapid technological advancements like those related to Al.

Complex context problems such as the above require discernment and judgment
that can balance competing interests, and personal reflection to recognize the limitations
and potential bias of any information collected. Prompting an Al chatbot to answer, what
should | do? produces analytic thinking, the underlying “cognitive” process of Al. This
reduces complex problems to simple forms that are appropriate for complicated problems
but can limit complex problem decision-making.3? Systems thinking expands examples and
opportunities because it concerns interdependencies, non-linear relationships and uses
methodologies to find unanticipated solutions. Agentic Al or the most sophisticated
Generative Al may be helpful if used as an augmented approach when specifically
prompted to think systemically. But event when Al attempts to apply systems approaches,
many personal and professional complex problems are best addressed with multiple
stakeholders generating ideas from which an unanticipated and individually designed
solution emerges.

Chaotic context problems in an unordered and unpredictable context are situations
with unintended, uncontrollable, sometimes harmful outcomes because Al system
programming and goals fail to match the reality of human environments. Chaotic problems
are highly sensitive to the "butterfly effect" with atemporal and nonproportional outcomes,
and unpredictable feedback loops. Because Al relies heavily on identifying historical
patterns to make predictions, it frequently fails when attempting to solve chaotic context
problems. For example, financial markets consist of millions of interacting people whose
collective decisions, gut feelings, and emotionally exuberant reactions to change news
reports are deeply volatile. While Al can optimize trade speeds and identify historical
pricing trends, it often cannot predict sudden, unprecedented market crashes due to
pandemics, geopolitical crises, or sudden liquidity shortages. Another example is global
politics because they rely on human emotions, hidden agendas, sudden changes in
leadership, and interdependent socio-economic relationships. History has shown that a
seemingly minor diplomatic incident or the individual pathology of a national leader can
cascade into massive global conflict.

In chaotic contexts, Al models struggle to evaluate the "non-quantifiable" variables
of human nature—such as ego, bluffing, or sudden panic. Al systems lack the ability to
foresee historical "first-time" events, rendering it blind during periods of rapid political
instability. For these reasons, Al may be used to augment and provide some historic
background to human judgmentin chaotic situations, but it should not be applied to guide
decisions.

Cynefin Framework Implications

The Cynefin framework argues that before deciding what to do about a problem,
one must determine the nature of the context and the kind of problem within it. Clear and
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complicated problems in ordered contexts have predictable cause-and-effectrelationships,
although in some difficult situations these may not be immediately obvious. To solve these
kinds of problems, good and best practices with assistance from experts using analysis
and logic are appropriate. For these kinds of problems, Al systems that operate using
analysis and logic, drawing from evidence-based research and professional practice are
valuable and useful.

Complex and chaotic problems have no clear cause-and-effect relationships in
advance in part because they are influenced by variable human behaviors, emotions, and
changing contexts. Complex and chaotic problems have no objective "right" or "wrong"
answers; rather, novel solutions can emerge through interactions and adaptations by
stakeholders. As well, complex personal and professional problems often concern
interests, purposes, beliefs, and values, some of which are hidden. For these kinds of
problems, some aspects of Al can be useful to provide background information. But Al
should not be used as an expert system for complex problems because these kinds of
problems cannot be solved by expertise; rather, solutions are emergent and novel.

The Cynefin framework suggests that ethical dilemmas are inherently complex
because they involve human networks, varying perspectives, and shifting moral
landscapes. Ethical problems cannot be analyzed/deconstructed into a technical checklist
or expert formula, because a single decision often creates an unpredictable ripple effecton
different groups of people. However, for clear and complicated context problems, ethical
boundaries can and should be established. These should apply to the development of Al
systems and in the use and application of Al systems.

Framework for Integration of Ethics into Al Systems

To support the integration of ethics into Al systems, after applying the Cynefin
framework to discern the environmental and other aspects of the contextin which
problems exist, a second framework is suggested based on cybernetic systems.
Sometimes referred to as the ITO, this framework describes how information is understood
and changes via a system of Inputs, a Transformation process, Outputs, feedback loops,
and its external contextual environment (Figure 2).
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Figure 2. Cybernetic ITO Conceptual Framework33
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Inputs include at a minimum: people, e.g., designers and developers; technology to
create and support use of Al systems including broadband, satellites and data centers;
learning content globally available to feed the LLMs and ethical guidelines for development
and application/use; and Al development resources including funding and other elements.

The transformation process concerns interactions among four elements: people
who create and use Al, content based on the libraries that inform LLMs and ethical content
set as boundaries, problems to which Al is applied via prompts, and the contextin which
problems exist based on the Cynefin framework (Figure 3).

Figure 3. Transformation Process
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Outputs are those the planned and desired solutions in forms that can be
implemented, i.e., summary descriptions and choices, services and products.

Feedback loops influence new inputs via learning and adaptation.

Environmental contexts influence the whole system’s performance and range
from stable and predictable to turbulent and unpredictable (which enables the Cynefin
framework to be integrated). As a dynamic system and because the transformation
process involves people (and an increasing number of Agentic Al systems) who interact
with Al processes and ethical guidelines, the levels of trust and novelty become emergent
properties of the whole system. This means that the interactions among the
transformational elements are interdependently influenced by the context in which they
function which may be characterized by personal, financial, or malicious gain. Emergency
outcomes may be positive and beneficial and/or legally and ethically unanticipated and
undesirable including cybercrime.

Ethical Guidelines for Content Input

Debates to decide the relevant ethical principles and trade-offs which underpin Al
are essential. Ethical principles are foundational values that guide decision-making about
elements that Al systems should address when created. Principles inform the rules that Al
designers and creators use and can guide how Al is applied by everyone. Rules that try to
ensure these principles are met can inform rigid directives or laws formulated by
established authorities that dictate exact Al behaviors.

While efforts are in place to create safety and security with directives and guardrails
with little room for interpretation, individual users may (and do) seek ways to avoid and
mitigate them. Recent research from the US National Institute for Standards and
Technology (NIST) indicates that “a fixed set of guardrails placed on Al is not universally
robust against adaptive adversarial prompts.”* As suggested, the transformation process
of the ITO framework influenced by a moral context that prioritizes self-interest, ideological
protest, or the suspension of rules of safety and security, can generate unintended
outcomes such as cybercrime.

A further caveat is warranted: when Al systems are established within corporate
settings, they are often instructed to maximize shareholder value. If they are also
instructed to incorporate ethical considerations such as fairness, employee well-being, and
broader societal interests. A conflict can be created when these are not explicitly stated
corporate values. The concern, quite reasonably, is that Al systems may be introducing
values into decision-making processes that differ from those held by the organizations
deploying them.3%

Rights by Design Framework
A promising approach to meet ethical principles and guardrails is to use the “rights

by design” framework (Figure 4).36 "Rights by design" for Al in social media refers to
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integrating core principles such as privacy, autonomy, fairness, efficacy, transparency, and
accountability and safety directly into the architecture of platforms, rather than treating
them as afterthoughts. It acknowledges communities of interrelated stakeholders —
citizens, society and technology ecosystems - shifts the burden and power away from the
user to navigate complex settings by making protective features within the system itself the
default. Advocates, lawmakers, and human rights organizations are actively pushing for
these architectural changes to protect vulnerable users, reduce criminal interventions, and
ensure a healthy digital environment.3”

Figure 4 Rights by Design Framework38

-~
~
.

Human-Centered Al .
Ethical, Sustainable )
& Trustworthy ames bt
n //’ s \.
3 4 Al
Data &
Service
____________ » Ecosystems
i
L /r‘
Inclusion -, Desirability .+ Organization of
Communication “«_ Participation /,« responsible
Transparency e Learning . webs of agents
Mutuality

Whether or not a “rights by design” approach is instituted, users of Al systems can
make theirown informed ethical decisions;indeed, each person is ethically obligated to do
this in a just society. At least three approaches to setting principles and rules that people
can refer to have emerged that direct or navigate the relationships between people and Al
technologies:

Strict Review-Before-Action refers to a rule in which Al must fully stop or pause its
activities completely (Automated Al) until a human gives a “go-ahead” order to continue.
This approach is important, for example, in financial sectors to confirm if a large transfer of
funds for a loan or insurance payout would go forward.

Assisted Decision-Making (augmented Al) occurs when Al recommends or
summarizes a decision or proposed solution, but the human must then review and dictate
the final response which is informed by Al but may yet be altered. For example, if a person
asks Al to estimate the number of paramedics in the US by examining registrations in each
US state. As not all US paramedics are “nationally registered,” the human may adjust the
estimate.
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Human-on-the Loop monitoring occurs when Al performs tasks autonomously
(Agentic Al), but a person actively monitors the process with the ability to stop or override
the system if an error or threat is detected. For example, among higher education
institutions, Al systems may provide the initial sorting of admissions applications, but a
human admissions officer or faculty member must review, edit, and validate the final
decisions to avoid bias, ensure contextual accuracy and support academic integrity, a core
ethical standard.

For Al to be considered essential and effective in specific and general applications
there must be reasonably broad societal consensus on common and acceptable ethical
principles of accountability to standards. This does not exist at present although many Al
creators and organizational users have adopted their own guidelines that primarily follow a
proactive, human-centric approach that aims to align with fundamental human rights and
societal values. Based on analysis of more than 200 guidelines by Harvard University’s
Berkman Klein Center for Internet and Society, the following themes can be used to
establish a framework.3® These can be aligned with Rights by Design framework.

1. Define a Core Set of Ethical Principles and Values

Fairness and Non-Discrimination: This aims to minimize the risk of algorithmic
bias that can contribute to discriminatory outcomes. For example, in hiring, lending, or
criminal justice,*? Al systems should integrate, promote and seek emphasis on social
justice in training and learning data.

Transparency and Explainability (T&E): Often referred to as "explainable Al
(XAl),” this mandates that the decisions made by an Al system should be understandable
and traceable by humans. The "black-box problem," where the complexity of deep learning
models makes their reasoning opaque, is a key concern.*! T&E is essential for building
public trust and enabling effective recourse against erroneous decisions.

Accountability and Responsibility: This concerns establishing clear lines of
responsibility for the outcomes and potential harm caused by Al systems. Assigning
liability when an autonomous Al system makes a poor decision often leads to the
conclusion that human responsibility and oversight must be maintained.*? It also leads to
the need for interval audits and impact assessments of Al performance to maintain
compliance.

Privacy and Data Protection: As Al systems are trained on vast amounts of
available personal data including information from private organizations, maintaining
protection and promotion of privacy and adequate data protection guidelines and policies
throughout the entire Al lifecycle are paramount.*3

2. Governance Challenges

The Pacing Problem: Technological innovation often outpaces the ability of regulators

17



and policymakers to create effective laws and standards.** Obvious and potential
fragmentation of efforts and a reliance on voluntary or self-regulatory guidelines, which
may be insufficient, should be monitored and avoided.

Global Disparity: The development and deployment of advanced Al capabilities are
concentrated in a few providers. This leads to concerns that most global users lack voice
and access to governance mechanisms.* Efforts to address this should be set.

Generative Al Risks: The emergence of powerful Generative Al systems introduces
unique governance challenges including the risk of hallucination/inaccuracies in
high-stakes domains and issues related to data training biases and violations of intellectual
property rights.*® Human oversight must be established to ensure accuracy and
responsibility.

3. Societal and Human-Centric Impacts

Impact on Human Agency: Concerns exist that over-reliance on Al can diminish
humans' deliberative capacity, leading to manipulation or coercion. Integrating the principle
of human oversight and determination, ensuring that Al systems augment, rather than
displace, ultimate human responsibility*” should be established.

Socio-Economic Disruption: Al tends to increase wealth inequality as investors
and creators take the major share of earnings (and ownership) and cause significant
unemployment as jobs are automated. “The emphasis on automation rather than
augmentation is the single biggest explanation for the rise of billionaires at a time when
average real wages for many Americans have fallen.”* The World Economic Forum
suggests, “To mitigate Al-driven wealth inequality, policymakers must shift capital returns
from tech monopolies to the broader public, implement robust workforce upskilling, and
build universal asset-based safety nets.”?

Sustainability and Flourishing: There is an emerging emphasis on assessing Al
against its impact on sustainability (ecological responsibility) and its ability to
promote overall societal and ecosystem flourishing. Frameworks and guidelines for Al are
urged to align with such guidelines informed, for example, by the UN’s Sustainable
Development Goals.%0

A major strength of these conceptual and practical efforts, such as the Linking
Artificial Intelligence Principles (LAIP) platform,® is their ability to aggregate diverse global
perspectives to identify and compare common topics across institutional guidelines.
However, their primary weakness is the "Triple-Too" problem: there are too many high-
level initiatives that are too abstract and overly focused on restrictions. What is neededis a
framework that integrates principles directly into algorithmic reward structures. The
following elements are suggested.

1. The phenomenon of "reward hacking" remains a profound risk; highly capable
agents might find creative, mathematically optimal ways to satisfy the explicitly
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coded ethical constraints while still violating the unspoken spirit of the moral rule.

2. There are significant communication issues and vocabulary barriers inherently tied
if an explanation is overly technical, it will fail to be helpful for non-expert human
decision-making.

3. Ethical principles are notoriously culturally dependent and subjective, meaning that
a reward penalty configured forone demographic or legal jurisdiction may be wholly
inappropriate or offensive in another.

Beyond technical limitations, there are broader ethical considerations and risks
associated with formalizing morality in code. One major risk is the induction of false trust;
an Al equipped with sophisticated XAl might generate highly persuasive butfundamentally
flawed justifications, leading human overseers to accept unethical decisions out of
complacency. Additionally, there is the risk of over-regulation and technological stagnation;
by enforcing rigid ethical constraints at the foundational algorithmiclevel, developers might
inadvertently stifle the Al's capacity for creative problem-solving in off nominal or
anomalous scenarios. To mitigate these risks and advance the field, future work must
focus on expanding the contextual adaptability of ethical frameworks.

Al's capability and performance, notwithstanding hallucinations, is clearly ahead of
humans in a variety of tasks. But it continues to struggle or replicate human cognition in
critical areas including judgment, wisdom, contextual awareness, coherence, systems
thinking, trust-building, creativity, ability to navigate ambiguity under pressure, and as we
describe in this paper, ethical decision making. For these and other reasons, human
capabilities are more valuable and should be increased rather than reduced or eliminated
in Al systems.

Conclusions and Future Research

We have argued the importance of addressing ethical guidelines in Al content
development and application, and the value of frameworks to support this endeavor. The
first framework suggested is the Cynefin that helps to discern different contexts. Ordered
and predictable contexts have Al ethics problems that are clear or obvious and
complicated; unordered and unpredictable contexts have Al ethics problems that are
complex and chaotic. We noted that ethical boundaries are most important for the former
where algorithms and analytic processes can embed ethics into Al contentand uses.
Complex problems similar to complex ethical dilemmas are poorly served by using Al
systems for anything other than background information.

The second framework is informed by cybernetic ITO systems. The elements and
their relationships help to appreciate that input content for development and application of
Al systems should include ethical guidelines, rather than added after formal development.
In addition, the transformation process of this framework is influenced by differing contexts
which integrates the Cynefin domains. This combined framework shows how emergent
outcomes in a morally problematic environment can lead to ethically and morally
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unintended and unanticipated emergent consequences.

The third framework is an example of a rights-by-design approach that builds into
the formal architecture of Al developmentsets of ethical guardrails and principles of action
in collaboration with the structures appropriate for Al learning, cognition and responses. By
integrating these in the architecture, it reduces but does not eliminate the need for ethical
guidelines to be met by the users. Certainly, a redundancy of built-into and added-after is
appropriate for something as essential as ethics in decision-making and problem solving.

One direction for future research is the implementation of this approach to a
framework across diverse domains, similar to how frameworks have been studied and
applied to such as how bounded rationality and asymmetrical information have been
applied to general economics and behavioral economics. Another direction is the
exploration of collective ethical decision frameworks, focusing on how multi-agent systems
can negotiate conflicting ethical guidelines when their individual reward functions are
misaligned. This seems amenable to the methodology and tools of interactive planning
and idealized design a systems-informed problem-solving process that requires the
stakeholders of a complex problem to design their preferred system and replace what
currently exists rather than improve the parts separately some of which are undesirable or
which seem individually to harm performance.

Ultimately, transitioning Al ethics from high-level principles to localized practice in
domains such as butnotlimited to engineering, education, economics, and healthcare and
medical practices are urged to improve and safeguard intelligent systems. As Al continues
to influence socio-economic structures and critical healthcare outcomes, tools that
mathematically align machine behavior with human values will prove indispensable.
Continuous interdisciplinary collaboration, combined with rigorous empirical evaluation, will
be required to ensure that the artificial intelligence of the future serves as a trustworthy,
beneficial augmentation of human capability.
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